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PRIVACY & PERSONAL DATA 
Protecting User Data in the Age of Music Streaming

Industry
best practices might

create a non-exhaustive
list of predatory or

sensitive inferences, like
gambling status or serious

illness, that should
be restricted from the use

and transfer to third
parties.

Individual Participation is one
of the fair information practice
principles included in the 1980
OECD Guidelines which have
served as the framework for

most privacy laws around the
world.

Access, correction and
deletion rights are core

concepts which can enable
Individual Participation. 

For example, music streaming
platforms disclose

the more specific categories
or the names of third parties

with access to user data.

This might be part of a larger
annual review

recommendation where
platforms evaluate and review
their third-party data-sharing

practices.

Streaming platforms obtain a competitive advantage in the distribution of music
through the monetization of personal data
User data can be utilized to make listener inferences, which can be used by
third parties who would like to use those inferences to sell products or services
to the listeners
Spotify lacks specificity and transparency in three areas:

SOURCES OF DATA
COLLECTION

Spotify’s privacy policy uses
non-exhaustive and non-

inclusive language to collect
and share more user data
without disclosure than

consumers might expect

MONETIZATION OF
INFERENCES

Spotify “pseudonymizes”
inferences when shared with

third parties, but the data
remains linked to specific

individuals, leaving a potential
for re-identification

THIRD-PARTY
SHARING PRACTICES

Spotify does not provide any
information on the rules

governing its data sharing
practices, nor a specific

definition for the entities listed

Establish industry best practices on:


