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Overview:	This	report	investigates	the	protection	and	vulnerability	of	student	data	within	
the	data	brokerage	ecosystem.	It	specifically	examines	the	privacy	and	policy	impacts	of	the	
sale	of	student	data	and	whether	students	are	equipped	to	protect	their	own	data.	First,	it	
examines	 the	 existing	 research	 on	 the	 topic,	 analyzes	 additional	 information	 about	 data	
brokers	 selling	 and	monetizing	 data	 about	 students,	 and	 looks	 at	 gaps	 in	 U.S.	 laws	 and	
regulations.	It	finds	that	data	brokers	are	gathering	and	selling	a	wide	variety	of	data	points	
about	 students	 in	 the	 U.S.,	 including	 data	 about	 students	 under	 the	 age	 of	 18.	 Then,	 it	
presents	the	results	of	a	survey	of	college	students	about	the	sale	of	their	own	data	and	how	
they	feel	about	this	practice.	It	concludes	with	discussing	how	this	practice	harms	students	
and	how	U.S.	policymakers	can	fill	in	the	gaps.	
	
Author:	Alistair	Simmons	is	an	undergraduate	student	at	Duke	University	and	a	research	
assistant	on	the	Sanford	School	of	Public	Policy’s	data	brokerage	research	project.	
	
Publication	 Note:	 The	 author	 would	 like	 to	 thank	 Justin	 Sherman	 who	 leads	 the	 data	
brokerage	 research	 project	 at	 Duke	 University’s	 Sanford	 School	 of	 Public	 Policy1	 for	 his	
guidance	and	assistance,	Professor	Lee	Tiedrich	for	helping	revise	this	report,	and	Professor	
David	Hoffman	for	his	feedback	on	the	report.	
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Introduction	
	
This	report	was	written	to	investigate	the	protection	and	vulnerability	of	student	data.	The	
research	question	that	 this	report	addresses	 is,	 “What	are	the	privacy	and	policy	 impacts	
associated	with	the	sale	of	student	data	and	are	students	equipped	to	protect	their	data?”	I	
began	by	researching	institutions	that	transmit,	report,	and	sell	student	data	and	the	laws	
that	regulate	the	sale	and	circulation	of	student	data.	My	research	discovered	a	variety	of	
institutions	engaged	in	transmitting	student	data,	which	involved	schools	directly	reporting	
student	data	to	data	brokers.	Since	higher	education	institutions	commonly	report	student	
data,	 I	 surveyed	 college	 and	 university	 students	 to	 measure	 their	 understanding	 and	
comfortability	with	the	current	student	data	reporting	practices.	I	applied	my	research	on	
the	 reporting	of	 student	data	 to	 create	 a	 survey	which	 I	 shared	among	 students	 through	
fliers,	 text	 messages,	 and	 emails.	 I	 analyze	 the	 survey	 responses	 below.	 As	 a	 university	
student,	 I	 thought	 the	 survey	 was	 valuable	 to	 reveal	 how	 other	 students	 regarded	
commodification	of	their	student	data.	
	
	 	



Data	Brokers	and	the	Sale	of	Students’	Data			|			Simmons,	2023	
 
 

	
 
 

3	

Background	
	
The	data	broker	industry	specializes	in	collecting,	aggregating,	and	selling	data.	Data	brokers	
transact	and	exchange	personal	and	device	data	with	their	clients.	The	global	data	broker	
industry	was	 valued,	 by	 one	 estimate,	 at	 over	 $232.634	 billion	 in	 2019,	 and	 the	market	
continues	to	grow.2	A	large	market	has	emerged	from	the	commodification	of	consumers’	
personal	information,	as	data	brokers	organize	details	about	every	facet	of	consumers’	lives	
to	 develop	 targeted	 lists	 that	 are	 sold	 to	 marketers	 and	 other	 clients.	 The	 data	 broker	
industry	 operates	 in	 the	 U.S.	 without	 sufficient	 regulatory	 oversight,	 as	 the	 current	
patchwork	of	privacy	 laws	cannot	effectively	regulate	the	sale	of	brokered	data.	The	data	
brokerage	research	team	at	Duke	University’s	Sanford	School	of	Public	Policy	researches	the	
impacts	of	data	brokers	and	advises	on	the	implementation	of	legislation	and	policy.	
	
Data	brokers	sell	a	broad	range	of	datasets,	each	typically	tailored	to	track	specific	categories	
of	 people	 or	 personal	 information,	 such	 as	 employee	 data,	 student	 data,	 information	 on	
veterans,	and	data	about	people	with	Alzheimer’s	disease.3	To	compile	these	datasets,	data	
brokers	collect	data	from	a	range	of	sources,	aggregate	it,	and	then	identify	and	profile	people	
according	to	their	demographics	and	data	about	their	beliefs,	behaviors,	and	situations.	Data	
brokers	can	also	draw	upon	 these	 inferences	 to	offer	 their	 customers	 insights	on	how	to	
influence	the	actions	and	manipulate	the	mindsets	of	American	consumers.		
	
Many	 people	 do	 not	 fully	 understand	 the	 harms	 of	 having	 their	 data	 brokered,	 partially	
because	many	data	brokers	do	not	engage	directly	with	the	individuals	to	whom	the	data	
relates,	and	some	data	brokers	are	intentionally	covert.	Data	brokers	often	gather	and	sell	
personal	data	without	the	knowledge	or	consent	of	the	person	whose	data	is	sold,	making	it	
hard	for	the	public	to	grasp	the	impact	that	data	brokers	have	on	their	lives.		
	
This	report	focuses	on	datasets	of	student	data.	It	demonstrates	that	data	brokers	have	many	
different	methods	to	obtain	student	data.	Some	of	this	data	may	be	used	for	purposes	that	
provide	value	for	the	individual,	schools,	and	employers.	However,	there	are	also	situations	
where	 the	data	 can	be	used	 for	harmful	purposes.	My	 survey	 indicates	 that	 students	 are	
largely	unaware	of	these	practices	and	do	not	know	how	to	verify	their	student	data.	Finally,	
this	report	proposes	policies	to	allow	for	beneficial	uses	of	student	data	while	reducing	the	
harms	from	student	data	brokerage.	
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Findings	
	
This	study	finds:	
● There	are	numerous	sources	reporting	student	data.	

○ Most	 post-secondary	 institutions	 directly	 report	 student	 data	 to	 National	
Student	Clearinghouse.	

○ Directory	information	is	published	by	schools	and	collected	by	data	brokers.	
○ Student	data	can	be	accessed	for	credit	reports	and	background	checks.	
○ In	the	Vermont	data	broker	registry,	National	Student	Clearinghouse,	Equifax,	

Experian,	and	TransUnion	state	that	they	collect	data	on	minors.		
● There	are	numerous	benefits	to	reporting	student	data.	

○ National	Student	Clearinghouse	reports	enrollment	data	to	the	Department	of	
Education.	

○ National	 Clearinghouse	 adds	 5	 million	 missing	 students	 every	 year	 to	 the	
Department	of	Educations’	student	loan	database.	

○ National	Student	Clearinghouse	helped	resolve	6.5	million	errors	in	students’	
data.	

● There	are	numerous	harms	associated	with	the	collection	and	sale	of	student	data.	
○ Expenses	from	incorrect	student	data	can	compound	and	put	students	in	debt	

or	result	in	denial	of	student	loans.		
○ Scholarships.com	 collected	 lists	 of	 students	 who	 are	 or	 are	 affiliated	 with	

someone	who	is	suffering	from	domestic	abuse.	
○ “Student	data”	can	include	sensitive	data	points	such	as	teen	pregnancy.	
○ Student	 data	 can	 be	 used	 to	 make	 discriminatory	 decisions	 about	 college	

acceptance.	
● Students	have	filed	lawsuits	with	data	brokers	to	gain	control	over	their	student	data	

and	attain	redress	for	harms	associated	with	student	data.	
○ In	Robinson	v.	National	Student	Clearinghouse	(2021),	students	sued	for	having	

to	pay	to	access	their	transcripts.	
○ In	Katherine	Sass	and	Cody	Hounanian	v.	Great	Lakes	Educational	Loan	Services	

(2020),	 Equifax	 Information	 Services	 (2020),	 TransUnion	 (2020),	 Experian	
Information	 Solutions	 (2020),	 and	 VantageScore	 Solutions	 (2020),	 students	
sued	 data	 brokers	 for	 inaccurately	 reporting	millions	 of	 students’	 financial	
data,	causing	financial	damages.	

● Students	need	more	information	and	desire	the	right	to	consent	to	the	sale	of	student	
data.	

○ In	 the	 student	 survey,	 there	 was	 a	 unanimous	 belief	 that	 students	 should	
consent	to	having	their	data	shared.			

○ Most	 students	 did	 not	 know	 how	 to	 verify	 their	 student	 data	 on	 National	
Student	Clearinghouse.	

● The	current	patchwork	of	privacy	laws	does	not	adequately	protect	student	data.	
○ Despite	 sharing	 data	 with	 credit	 reporting	 agencies,	 National	 Student	

Clearinghouse	states	they	are	not	a	Consumer	Reporting	Agency	regulated	by	
the	Fair	Credit	Reporting	Act	(FCRA).		
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○ The	Family	Educational	Rights	and	Privacy	Act	(FERPA)	§	99.31	allows	schools	
to	disclose	student	data	to	certified	contractors	without	prior	consent.	

○ Schools	 should	notify	 students	 that	 they	can	opt	out	of	disclosing	directory	
information	under	FERPA	§	99.37.	

○ The	 Children's	Online	 Privacy	 Protection	Act	 (COPPA)	 only	 restricts	 online	
companies	from	collecting	data	on	children	under	the	age	of	13.	
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Existing	Research	on	the	Sale	of	Students’	Data	
	
Student	data	is	collected	and	sold	by	data	brokers	on	a	widespread	basis.	Data	brokers	gather	
data	about	students	from	many	sources,	 including	student	directories,	credit	reports,	and	
transcripts.	 Student	 information	 is	 sensitive	 because	 the	 data	 subjects	 include	 children,	
teenagers,	and	young	adults.	Student	 information	also	can	be	personally	 identifiable,	and	
contain	full	names	and	addresses,	the	status	of	financial	aid,	medical	reasons	for	withdrawal	
from	 class,	 disciplinary	 records,	 and	 private	 details	 about	 students’	 personal	 lives.	
Additionally,	 this	 information	 enables	 data	 brokers	 to	 draw	 inferences	 about	 students,	
including	 about	 their	 academic	 performance	 and	 employment	 opportunities.	 The	
dissemination	of	this	information	and	use	of	it	to	make	inferences	can	adversely	impact	a	
student’s	financial	stability	or	future	opportunities.	Faulty	student	data	can	cause	the	denial	
of	student	loans,	worsen	credit	score,	and	result	in	denial	of	employment.		
	
The	 Fordham	 Center	 on	 Law	 and	 Information	 Policy	 published	 a	 2018	 study	 on	 the	
brokerage	 of	 student	 data	 with	 findings	 regarding	 the	 sale	 of	 students’	 personal	
information.4	 These	 findings	 were	 groundbreaking	 because	 they	 revealed	 many	 data	
brokers	in	the	student	data	market,	demonstrated	the	sensitivity	of	student	data,	and	tracked	
how	information	is	collected	by	data	brokers	through	scholarship	websites	or	surveys.	The	
research	 identified	 14	 data	 brokers	 which	 were	 advertising	 the	 sale	 of	 student	 data,	
including	 information	 on	 students’	 health	 conditions,	 citizenship	 status,	 socioeconomic	
status,	 and	 any	 disabilities.5	 Scholarship.com,	 it	 found,	 also	 collected	 data	 on	 whether	 a	
student	was,	or	was	associated	with,	a	victim	of	domestic	abuse.6	
	
Two	of	the	data	brokers	who	sold	student	information—Student	List	and	National	Research	
Center	for	College	and	University	Admissions—were	both	investigated	by	the	Federal	Trade	
Commission	(FTC)	for	deceptive	trade	practices.	They	settled	their	FTC	cases	in	2003.	The	
FTC	describes	that	these	data	brokers	engaged	in	“deceptive	and	unfair	business	practices”	
by	 providing	 surveys	 that	were	 completed	 by	 students	 in	 high	 school	 classes	 under	 the	
promise	that	the	surveys	would	exclusively	be	used	to	match	students	with	colleges.7	The	
FTC	press	release	describes	how	“respondents	not	only	provided	the	information	to	colleges	
and	 universities,	 but	 also	 sold	 the	 information	 to	 commercial	marketers.”8	 The	 Fordham	
research	identifies	ASL	Marketing	as	“the	nation’s	premier	provider	of	student	marketing	
data”	for	over	40	years,	possessing	a	database	of	mailing	addresses	for	over	5	million	high	
school	students.9	LAKE	B2B	was	also	identified	as	selling	lists	of	students	“as	young	as	two	
years	old.”10	
	
When	the	Fordham	researchers	attempted	to	purchase	data	 from	these	data	brokers,	 the	
report	describes	how	data	broker	Exact	Data	was	willing	to	sell	lists	of	“fourteen	and	fifteen	
year	 old	 girls	 for	 family	 planning	 services.”11	 When	 Fordham	 researchers	 subscribed	 to	
Scholarships.com,	they	received	solicitations	from	Vector,	the	parent	company	of	CUTCO,	to	
sell	knives.	Featured	below	is	a	list	of	sensitive	data	points	collected	by	Scholarships.com,	
which	includes	“Autism/Asperger	Syndrome,”	“HIV	positive,”	and	“Domestic	abuse	victim.”12		
While	personal	 information	 is	 collected	 through	 solicitations	promising	 scholarships	 and	
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employment	opportunities,	this	data	can	also	be	used	for	purposes	outside	of	the	students’	
interests.13		
	

	
Fordham	CLIP’s	report.14	

	
While	investigating	how	data	brokers	acquired	students’	personal	information,	the	Fordham	
researchers	 submitted	 public	 records	 requests	 to	 the	 New	 York	 and	 Los	 Angeles	 Public	
School	Districts.	They	found	that	these	public	schools	shared	student	directory	information	
with	the	data	broker	National	Student	Clearinghouse,	as	well	as	with	military	recruiters	and	
community	colleges.15	Although	the	Fordham	report	does	not	elaborate	on	any	additional	
sources	for	student	data,	it	recognizes	that	National	Student	Clearinghouse	acquires	student	
information	directly	from	public	school	districts.16	The	report	also	describes	other	possible	
avenues	that	data	brokers	could	use	to	collect	student	data,	such	as	a	“third-party	app	or	
service	or	detailed	information	about	students’	eating	habits.”17	Although	the	research	does	
not	identify	many	sources	of	student	data,	it	demonstrates	the	widespread	availability	for	
collecting	such	information.	
	
In	2020,	the	nonprofit	World	Privacy	Forum	(WPF)	published	a	report	on	the	brokerage	of	
student	 data.18	 This	 report	 identifies	 how	 data	 brokers	 obtain	 student	 data	 through	
exemptions	 in	 the	 Family	 Educational	 Rights	 and	 Privacy	 Act.	 The	 report	 explains	 that	
FERPA	 §	 99.31	 can	 allow	 school	 directories	 to	 be	 published	 “without	 prior	 consent”	 of	
students	 or	 parents.19	 WPF’s	 research	 examines	 5,000	 schools	 and	 reveals	 how	 student	
directories	 make	 students’	 personal	 information	 publicly	 available.20	 The	 WPF	 report	
identifies	how	student	data	is	compiled	in	many	targeted	mailing	lists.	A	search	conducted	
on	Nextmark	revealed	“748	list	results	for	the	search	term	‘high	school.’”21	School	directory	
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information	can	include	personally	identifiable	information	(PII),	such	as	“legal	name,	exact	
date	and	place	of	birth,	home	address,	photographs,	gender,	social	media	handles,	parent	or	
guardian	 home	 address,	 and	 primary	 language	 spoken.”22	 The	 report	 describes	 that	 “49	
percent	of	studied	schools	include	student	photographs	in	directory	information	that	can	be	
released	without	prior	consent.”23	These	images	of	students’	faces	can	be	scraped	to	train	
facial	recognition	programs	by	Clearview	AI.24	
	

	
WPF’s	report	on	student	data.	
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Collection	of	Data	on	Minors	
	
There	are	too	many	student	data	brokers	to	cover	each	one	in	detail,	so	this	report	will	focus	
on	major	data	brokers	handling	student	data.	This	report	defines	major	data	brokers	as	data	
brokers	that	receive	student	data	directly	from	schools	or	assist	in	credit	reporting.	School-
reported	data25	and	credit-reported	data26	about	students	are	common	for	many	students	
enrolled	 in	 higher	 education.	 This	 report	 focuses	 on	 data	 brokers	 that	 engage	 in	 school-
related	and	credit-related	data	reporting	because	it	addresses	broad	use	cases	for	student	
data	(especially	student	loans).	I	analyzed	the	Vermont	data	broker	registry	by	searching	for	
data	brokers	by	name	to	analyze	data	brokers’	current	policies.	The	Vermont	data	broker	
registry	was	created	by	Vermont’s	Act	171	of	2018	Data	Broker	Regulation,	which	required	
data	brokers	to	“register	with	the	Vermont	Secretary	of	State	annually	and	provide	certain	
information.”27	 I	 searched	 for	data	brokers	 that	were	 featured	 in	 the	WPF	report,28	 and	 I	
documented	the	updated	responses	to	identify	changes	in	their	policies.	
	
I	 started	by	 researching	National	 Student	Clearinghouse	because	 they	 receive	 the	 largest	
amount	of	 student	data	directly	 from	educational	 institutions.	Regarding	 student	opt-out	
conditions,	National	Student	Clearinghouse	stated:	
	

National	 Student	 Clearinghouse	 collects	 student	 data	 from	 participating	
postsecondary	 institutions	 and	 discloses	 such	 data	 to	 3rd	 parties	 as	 contractually	
authorized	by	such	institutions,	in	compliance	with	the	Family	Educational	Rights	&	
Privacy	Act.	FERPA	allows	disclosure	of	directory	information	(DI)	without	consent	
unless	the	student	has	opted-out	of	having	their	DI	disclosed,	and	National	Student	
Clearinghouse	respects	such	opt	outs	as	FERPA	requires.	Individuals	may	opt-out	of	
the	disclosure	of	their	DI	by	notifying	their	institution.29	

	
National	Student	Clearinghouse	has	the	same	policy	for	requesting	an	opt-out:	students	must	
go	through	their	schools	to	refuse	having	their	data	collected	rather	than	contact	the	data	
broker.	This	policy	is	based	on	FERPA	§	99.37,	which	allows	for	parents	and	eligible	students	
to	refuse	that	schools	report	their	directory	information.	
	
Regarding	the	collection	of	data	on	minors,	National	Student	Clearinghouse	stated:	
	

There	are	cases	in	which	the	Clearinghouse	has	actual	knowledge	that	it	possesses	
such	 information	 on	 minors	 who	 are	 or	 who	 have	 been	 enrolled	 in	 educational	
institutions.	We	collect,	maintain,	and	protect	this	data	with	the	same	robust	policies	
we	apply	to	all	student	data,	and	respect	the	same	FERPA	directory	information	opt-
out	 rights	 as	we	do	 for	non-minors	enrolled	 in	postsecondary	education.	 	 See	our	
privacy	policy	at:	https://www.studentclearinghouse.org/privacy-policy/.30		

	
National	 Student	 Clearinghouse	 removed	 “rare”	 from	 its	 previous	 statement	 when	 it	
described	that	there	are	cases	in	which	it	knowingly	collects	data	on	minors.31	Minors’	data	
is	treated	the	same	as	all	students’	data	because	it	is	reported	from	educational	institutions.	
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Students	under	the	age	of	18,	and	students	aged	13	and	above,	cannot	opt	out	of	having	their	
data	 reported,	making	 it	 harder	 for	minors	 to	 stop	National	 Student	 Clearinghouse	 from	
collecting	 their	 data.	 The	 Children’s	 Online	 Privacy	 Protection	 Act	 restricts	 companies’	
collection	of	data	about	children	under	the	age	of	13,	but	it	does	not	apply	to	teenagers	aged	
13-17	and	may	not	comprehensively	prevent	data	brokers	from	selling	information	about	
children	 under	 13,	 depending	 on	 how	 the	 broker	 gathered	 the	 data.32	 COPPA	 will	 be	
described	further	later	in	the	report.	
	
Equifax	Workforce	 Solutions	 LLC	 included	 in	 its	 Vermont	 filing	 that	 it	 receives	 data	 on	
minors:	
	

EWS	may	receive	 information	 from	its	data	 furnishers	on	minors.	EWS	does	allow	
parents	or	guardians	to	place	a	security	freeze	on	a	minor’s	consumer	report	if	a	valid	
power	of	 attorney	or	 other	documentation	 specifying	 guardianship	 is	 provided	 as	
required	under	the	protected	consumer	state	security	freeze	laws.33	

	
Equifax	 states	 that	 it	 receives	 information	 on	minors	 from	 its	 “data	 furnishers.”	 A	 “data	
furnisher”	is	any	entity	that	reports	information	about	consumers	to	a	consumer	reporting	
agency.34	Since	National	Student	Clearinghouse	reports	data	to	Equifax	Workforce	Solutions,	
it	is	possible	that	Equifax	acquires	minors’	data	through	National	Student	Clearinghouse.		
	
Another	Vermont	registrant,	Experian	Marketing,	collects	information	on	minors:	
	

Experian	 does	 not	 collect	 nor	 sell	 children’s	 personal	 information	 for	 ages	 15	 or	
under.	Experian	collects	and	maintains	the	below	elements	as	they	relate	to	minors	
16	 and	 older	 within	 our	 ConsumerView	 database:	 Parents	 Name;	 Minor’s	 name;	
Minor’s	 Date	 of	 Birth	 (includes	 the	 full	 date	 of	 birth,	 month/year,	 exact	 age,	 and	
combined	 age);	 Minor’s	 Person	 ID	 Minor’s	 gender;	 Minor’s	 ethnicity;	 1st	 child	
indicator;	Address.		

	
Experian	 creates	 probability	 scores	 that	 indicate	 the	 presence	 of	 children	 in	 a	
household.	 Experian	 licenses	 this	 Presence	 of	 Children	 indicator	 to	 3rd	 parties	 to	
market	to	households	or	parents.		
			
Experian	 licenses	 the	Death	Master	 file	 from	the	SSA	and	to	 the	extent	a	deceased	
minor	exists	in	the	file,	we	may	receive	that	information.	It’s	used	for	fraud	prevention	
and	LBN	in	compliance	with	applicable	laws.35	

	
Experian	collects	data	on	minors	for	credit	reporting	interests.	Although	Experian	added	the	
caveat	that	it	“does	not	collect	nor	sell	children’s	personal	information	for	ages	15	or	under,”	
Experian	appears	to	collect	data	on	parents	to	make	inferences	about	the	likelihood	of	them	
having	 a	 child.36	 Experian	 sells	 “probability	 scores”	 which	 make	 inferences	 about	 the	
likelihood	a	family	has	a	child	to	third-party	clients.37	Experian	also	licenses	lists	from	its	
Death	Master	file	which	can	include	information	on	a	“deceased	minor.”38	Durham	Police	in	
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the	UK	paid	Experian	for	850	million	data	points	to	assist	in	custody	decisions,	predicting	
the	likelihood	that	a	juvenile	will	be	a	repeat	offender.39		
	
According	to	the	Vermont	registry,	TransUnion	collects	information	on	minors:	
	

TransUnion	 does	 not	 knowingly	 solicit	 or	 collect	 information	 from	 children.	 We	
collect	personal	 information	of	children	to	enable	a	search	of	our	database	for	any	
potential	activity	(i.e.	request	for	a	product	Credit	Report,	reporting	of	data	using	the	
minor	child’s	personal	information,	dispute	submission,	etc.).	We	allow	a	parent	or	
guardian	to	freeze	the	credit	report	of	a	minor	aged	15	or	younger.	We	do	not	sell	
personal	information	of	minors	under	the	age	of	18.40	

	
Although	TransUnion	does	not	solicit	data	on	minors,	this	data	can	be	used	for	Credit	Reports	
and	other	reporting	which	involves	personal	information.	Data	on	minors	is	monitored	to	
track	“potential	activity,”	which	can	be	used	to	profile	the	behavior	of	a	maturing	adult.41	The	
incorporation	of	minors’	data	into	TransUnion’s	credit	reporting	database	demonstrates	the	
early	age	that	financial	data	is	collected	on	individuals.	
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Brokerage	of	Student	Data	
	
Equifax	is	a	data	broker	which	specializes	in	credit	reporting	and	employment	verification.	
It	 is	 also	 one	 of	 the	 U.S.’	 three	major	 credit	 reporting	 agencies	 (alongside	 Experian	 and	
TransUnion).	 As	 demonstrated	 by	 the	 Vermont	 registry,	 all	 three	major	 credit	 reporting	
agencies	 process	 data	 on	 minors.	 Equifax	 collects	 and	 resells	 personal	 information	 on	
individuals	 to	 help	 clients	 assess	 the	 suitability	 of	 approving	 someone	 for	 a	 loan,	 hiring	
someone	for	a	job,	accepting	a	mortgage,	and	qualifying	for	unemployment	benefits.42	
	
The	data	which	Equifax	collects	and	distributes	has	a	significant	impact	on	an	individual’s	
life	 opportunities	 and	 financial	 situation.	 Equifax	 receives	 student	 data	 from	 National	
Student	Clearinghouse,	expanding	the	age	range	that	information	is	collected	on	individuals	
for	 pre-employment	 assessment.43	 Equifax	 uses	 this	 student	 data	 to	 conduct	 degree	
verification	and	background	checks.44	Information	on	students	is	shared	from	high	schools	
and	colleges	to	National	Student	Clearinghouse,	and	then	it	is	shared	with	Equifax.	Student	
data	 obtained	 by	 Equifax	 potentially	 influences	 the	 decisions	 made	 by	 employers	 when	
conducting	background	 checks	 or	 banks	when	 verifying	 credit	 scores.45	 After	 integrating	
with	National	Student	Clearinghouse,	Equifax	released	a	report	stating:	
	

Equifax	 (NYSE:	 EFX)	 announced	 an	 exclusive	 integration	 with	 National	 Student	
Clearinghouse®	 (Clearinghouse)	 as	 part	 of	 its	 strategic	 expansion	 of	 pre-
employment	 verification	 offerings.	 The	 education	 dataset	 further	 enhances	 the	
verifications	data	hub	being	created	by	Equifax	Workforce	Solutions	to	help	serve	the	
fast-growing	employee	onboarding	space.	Talent	Report™	Education	will	be	available	
to	background	screeners	and	employer	clients	later	this	year.	The	report	will	offer	for	
each	candidate,	via	a	single	inquiry,	all	available	postsecondary	degree	information	
from	participating	Clearinghouse	institutions.46	

	
The	 announcement	 made	 by	 Equifax	 indicates	 that	 student	 data	 collected	 by	 National	
Student	 Clearinghouse	 has	 been	 integrated	 into	 their	 credit	 reporting	 and	 employment	
verification	services.	The	“education	dataset”	belonging	to	National	Student	Clearinghouse	
will	 be	 available	 to	 “Equifax	 Workforce	 Solutions,”	 providing	 more	 insight	 into	 an	
individual's	life	experience.47	Equifax	Workforce	Solutions	is	a	subsidiary	owned	by	Equifax	
which	maintains	a	database	named	“The	Work	Number,”	containing	payroll	and	employment	
information	on	54	million	Americans.48	“The	Work	Number”	is	used	by	companies	to	verify	
the	employment	information	of	job	applicants.	After	establishing	an	exclusive	partnership	
with	National	Student	Clearinghouse,	Equifax	offered	a	new	service	called	“Talent	Report™	
Education”	which	is	offered	to	“background	screeners”	and	“employer	clients”	to	verify	the	
education	 credentials	of	 a	 candidate	before	hiring.49	 Equifax’s	marketing	of	 its	 “exclusive	
integration”	with	the	National	Student	Clearinghouse	implies	that	the	data	broker	has	gained	
access	to	student	data	from	the	“leading	provider	of	educational	reporting,	data	exchange,	
verification,	and	research	services.”50	
	



Data	Brokers	and	the	Sale	of	Students’	Data			|			Simmons,	2023	
 
 

	
 
 

13	

Equifax	 also	 markets	 student	 data	 to	 its	 clients.	 Joe	 Muchnick,	 Senior	 Vice	 President	 at	
Equifax	Workforce	Solutions,	said	in	2021:	
	

We’ve	seen	increased	demand	for	a	more	holistic	view	of	the	candidate	and	additional	
candidate	data.	This	collaborative	effort	with	the	Clearinghouse	to	help	streamline	
access	 to	 education	 data	 for	 our	 Talent	 Report	 products	 will	 give	 background	
screeners	 and	 employers	 greater	 visibility	 into	 a	 candidate's	 history	 than	 ever	
before.51		

	
This	 statement	 appears	 to	 imply	 that	 student	 data	will	 be	 included	with	 other	 personal	
information	 to	offer	a	 “more	holistic”	 report	on	 individuals.52	 Student	data	 from	National	
Student	Clearinghouse	can	be	accessed	by	Equifax’s	Talent	Report,	which	is	a	service	that	
conducts	 pre-employment	 verification	 and	 researches	 the	 personal	 history	 of	 a	 job	
applicant.53	 For	 pre-employment	 verification,	 Equifax	 Talent	 Report	 Express	 offers	
information	 that	 “includes	 all	 available	Clearinghouse	postsecondary	degree	 information,	
employment	history	and	identity	validation	from	Equifax	Workforce	Solutions.”54	The	use	of	
student	data	in	the	pre-employment	verification	process	implies	that	Equifax	also	includes	
student	data	in	background	checks.	Student	data	can	also	contain	PII	such	as	Social	Security	
Number	(SSN),	birthdate,	and	address,	which	Equifax	could	obtain	 from	National	Student	
Clearinghouse	to	conduct	background	checks.	Equifax	can	sell	student	data	to	enhance	the	
amount	of	information	it	reports	to	its	clients,	as	student	data	can	supplement	background	
checks	and	identity	verification.	
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Student	Data	Pipeline	and	Credit	Reporting	
	
The	 transfer	 of	 student	 data	 from	 academic	 institutions	 to	 background	 checkers	 and	
creditors	happens	through	a	pipeline	that	includes	many	sectors.	First,	many	post-secondary	
schools	report	data	to	the	National	Student	Clearinghouse’s	Student	Tracker	(which	covers	
97%	 of	 all	 students)	 to	 document	 student	 and	 degree	 data.55	 Second,	 National	 Student	
Clearinghouse	 shares	 “postsecondary	 enrollment	 status	 and	 institution	 name	 for	 the	
previous	 six	months”	with	Equifax	 for	 pre-employment	 verification	 services.56	 The	Work	
Number	markets	that	“Only	Equifax	can	provide	instant	education	verification	through	the	
National	Student	Clearinghouse	using	only	the	 loan	applicant's	Social	Security	number.”57	
Potential	 employers	 or	 banks	 verifying	 loans	 can	 access	 these	 reports	 through	 Equifax.	
Student	data	can	influence	the	financial	position	of	a	student	or	recent	graduate	seeking	a	
loan	or	employment.		
	

	
The	Work	Number’s	webpage	on	Education	Verification.58	

	
Equifax’s	 use	 of	 student	 data	 demonstrates	 that	 academic	 performance	 can	 impact	 the	
opportunities	afforded	to	an	individual.	Student	data	is	not	simply	collected	to	enhance	the	
school	 experience,	 but	 it	 is	 also	 used	 to	 make	 pre-employment	 and	 loan-approval	
judgements	of	students.59	Student	data	can	have	lingering	effects	on	the	ability	of	students	
to	 find	 employment,	 attain	 good	 credit,	 or	 get	 a	 mortgage	 because	 reports	 on	 student	
performance	influence	the	decisions	made	by	economic	institutions.	It	is	unclear	how	much	
of	an	impact	student	data	has	on	the	considerations	made	from	background	checks,	but	it	is	
a	 factor.60	 Otherwise,	 Equifax	 would	 not	 be	 incentivized	 to	 include	 student	 data	 in	 its	
background	 checks	 and	 verification	 services.	 Instances	 of	 financial	 damage	 caused	 by	
student	data	are	described	in	the	section	on	harms	below.	
	
As	 seen	 in	 In	 Robinson	 v.	 National	 Student	 Clearinghouse	 (2021),	 National	 Student	
Clearinghouse	states	that	it	is	not	consumer	reporting	agency.61	However,	advocacy	groups	
such	as	the	Student	Borrower	Protection	Center	argue	that	student	data	brokers	should	be	
regulated	as	credit	reporting	agencies.62	The	CFPB	defines	a	Consumer	Reporting	Agency	
under	the	Fair	Credit	Reporting	Act	as	an	entity	that	engages	in	a	“practice	of	assembling	or	
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evaluating	 consumer	 credit.”63	 Since	 student	 data	 influences	 a	 consumer’s	 financial	
condition,	it	could	be	considered	a	form	of	“consumer	credit.”64	Although	National	Student	
Clearinghouse	does	not	appear	 to	directly	 function	as	a	consumer	reporting	agency,	 they	
share	 student	 data	 with	 Equifax	 which	 does.	 Further	 legal	 research	 should	 be	 done	 to	
address	whether	student	data	brokers	should	qualify	as	consumer	reporting	agencies.	
	

	
Created	by	Alistair	Simmons.	

	

	
From	a	National	Student	Clearinghouse	brochure	titled	“Helping	education	go	further:	Solutions	Serving	the	K-

20	to	Workforce	Continuum”	released	in	2022.65	
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Benefits	to	Students	
	
Reporting	 student	 data	 is	 important	 for	 enrollment	 verification.	 National	 Student	
Clearinghouse	 transmits	 student	 data	 from	 education	 institutions	 to	 the	 Department	 of	
Education’s	National	Student	Loan	Data	System	(NSLDS),	which	 is	housed	at	 the	Office	of	
Federal	Student	Aid	at	the	Department.66	This	enrollment	information	is	used	by	the	NSLDS	
to	determine	when	students	enter	student	loan	repayment.67	Every	year,	National	Student	
Clearinghouse	 adds	 data	 on	 5	 million	 missing	 students	 to	 NSLDS.68	 National	 Student	
Clearinghouse	also	helped	resolve	6.5	million	errors	in	students’	data.69	
	
For	 students	 with	 loans	 not	 from	 the	 Department	 of	 Education,	 National	 Student	
Clearinghouse	 reports	 enrollment	 data	 to	 private	 loan	 holders.70	 National	 Student	
Clearinghouse	 also	 reports	 institution-level	 enrollment	 data	 to	 the	 Department	 of	
Education’s	 Integrated	 Postsecondary	 Education	 Data	 System	 (IPEDS).71	 IPEDS	 collects	
institution-level	data	 to	assess	and	manage	all	 “Title	 IV-eligible	universities,	colleges,	and	
technical	and	vocational	education	providers	in	the	United	States	and	other	jurisdictions.”72	
National	Student	Clearinghouse	benefits	education	 institutions	and	students	by	reporting	
student	data	to	the	Department	of	Education.	
	

	
National	Student	Clearinghouse’s	Compliance	Central	webpage.73	
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Harms	to	Students	
	
Students	 may	 not	 be	 able	 to	 consent	 to	 the	 sale	 of	 their	 data,	 which	 could	 make	 them	
unequipped	and	unaware	of	how	to	protect	against	the	potential	harm	that	the	exposure	of	
their	personal	 information	presents.	The	 reporting	of	 student	data	 is	 an	 institutionalized	
process	that	many	students	accept	as	an	inevitable	condition	for	enrollment	within	a	school.	
Students	under	the	age	of	18	and	are	13	or	above	have	no	way	to	consent	to	the	publication	
of	their	personal	information	because	they	are	below	the	age	of	an	“eligible	student”	which	
can	opt	out	under	FERPA.74	
	
COPPA	imposes	restrictions	on	collecting	data	about	children	under	the	age	of	13,	but	it	only	
regulates	companies	and	does	not	apply	to	schools.75	In	an	education	context,	the	school	can	
also	consent	for	a	student	to	sign	up	for	an	online	service.76	A	parent	could	also	consent	to	
share	the	student’s	data.77	When	the	operator	is	exclusively	using	data	for	“the	educational	
context,”	schools	can	grant	consent	on	behalf	of	parents.78	It	is	important	that	parents	and	
students	 remain	aware	and	 informed	about	what	 information	 the	 school	 is	disclosing	on	
students.	Even	if	students	can	opt	out	of	having	their	directory	information	reported,	many	
schools	make	this	process	challenging.	The	WPF	report	identifies	that	only	“39	percent	of	
studied	primary	and	secondary	schools	make	FERPA	opt	out	forms	online	and	available	to	
the	 public.”79	 National	 Student	 Clearinghouse	 receives	 student	 data	 from	 97%	 of	 total	
enrollments	at	Title	IV,	degree-granting	institutions	in	the	U.S.80	Since	students	would	have	
trouble	accessing	student	loans	or	enrolling	in	academic	institutions	without	allowing	their	
data	to	be	shared,	students’	have	limited	ability	to	consent.	
	
Inaccurate	reporting	of	student	data	can	financially	impact	students	and	recent	graduates.	
Each	year,	the	Consumer	Financial	Protection	Bureau	(CFPB)	receives	thousands	of	reports	
from	 students	 having	 financial	 issues	 due	 to	 inaccurate	 student	 data.81	 Inaccurate	
attendance	history	reports	can	cause	“hundreds	in	additional	interest	charges,	and	lead	to	
unexpected	 loan	 bills	 and	 lost	 eligibility	 for	 other	 student	 loan	 benefits.”82	 When	 data	
brokers	 incorrectly	 report	 enrollment	 information,	 students	 can	 experience	 financial	
repercussions.	Students	who	are	enrolled	full-time	in	school	have	received	unexpected	loan	
bills	or	delinquency	 charges	due	 to	data	brokers	misreporting	 their	 information.83	 These	
expenses	can	compound	and	put	students	in	debt	or	result	in	denial	of	student	loans.	The	
CFPB	 also	 received	 many	 complaints	 about	 the	 difficulties	 of	 correcting	 inaccurate	
information.84	
	
In	2020,	 students	 filed	a	class	action	 lawsuit	against	 credit	 reporting	data	brokers:	Great	
Lakes	 Educational	 Loan	 Services,	 Equifax	 Information	 Services,	 TransUnion,	 Experian	
Information	 Solutions,	 and	VantageScore	 Solutions.85	 The	 student	plaintiffs	 sued	because	
these	data	brokers	inaccurately	reported	data	about	student	loan	repayments	which	were	
suspended	under	the	Coronavirus	Aid,	Relief,	and	Economic	Security	Act	(CARES	Act).	The	
CARES	Act	became	a	 law	on	March	27,	2020,	and	 it	provided	economic	relief	 to	workers,	
students,	 families,	 and	 businesses.86	 The	 CARES	 Act	 provided	 relief	 for	 student	 loan	
borrowers	 by	 suspending	 all	 requirements	 for	 paying	 student	 loans	 owned	 by	 the	 U.S.	
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Department	of	Education	from	March	13,	2020	to	as	long	as	60	days	after	June	30,	2023.87	
When	many	students	stopped	paying	 their	 loans	at	 the	beginning	of	COVID,	data	brokers	
reported	that	their	payments	were	late.88	This	inaccuracy	placed	many	students	in	increased	
financial	distress	during	COVID.	The	misreported	information	caused	the	students	to	“suffer	
long	 lasting	 credit	 stigma,	 including	 inaccurate	 and	 lower	 credit	 scores	 resulting	 in	 no,	
limited	or	more	costly	access	to	credit.”89	The	credit	reporting	data	brokers	worsened	the	
situation	by	mishandling	“desperately-needed	federal	relief	granted	to	students	under	the	
Coronavirus	Aid,	Relief,	and	Economic	Security	Act.”90	The	plaintiffs	claimed	that	there	was	
widespread	misreporting	of	student	loan	data,	as	the	“Defendants	inaccurately	reported	the	
status	 and	 financial	 import	 of	 millions	 of	 borrowers’	 student	 loans.”91	 According	 to	 the	
plaintiffs,	 data	 brokers	 inaccurately	 reported	 student	 data,	 causing	 immediate	 financial	
repercussions	and	long-term	financial	challenges	for	millions	of	students.92	
	
There	was	a	domino	effect	of	harm	as	incorrect	data	spread	from	one	data	broker	to	another,	
causing	students’	financial	distress	to	compound.	In	order	to	run	Vantage	Score	algorithms,	
Experian,	 TransUnion,	 and	 Equifax	 often	 share	 consumer	 credit	 information	 with	 each	
other.93	This	data	sharing	system	means	that	incorrect	information	from	one	data	broker	can	
be	distributed	to	other	consumer	reporting	agencies	and	used	to	worsen	someone’s	credit	
score.	In	Katherine	Sass	and	Cody	Hounanian	v.	Great	Lakes	Educational	Loan	Services	et	al.	
(2020),	plaintiff	Hounanian’s	student	loan	data	was	allegedly	inaccurately	reported	by	Great	
Lakes	and	Equifax,	causing	him	to	experience	a	diminution	in	his	Vantage	3.0	credit	scores.94	
His	score	“dropped	by	nearly	33	points	when	calculated	based	on	Equifax’s	data,	and	by	27	
points	 when	 calculated	 using	 Trans	 Union’s	 data.”95	 The	 worsened	 credit	 score	 made	
Hounanian	unable	 to	purchase	a	house	despite	 already	 signing	a	 lease.96	More	generally,	
credit	reporting	data	brokers	treated	the	relief	offered	by	the	federal	government	to	student	
loan	borrowers	as	a	negative,	causing	a	sudden	and	widespread	drop	in	the	Vantage	scores	
of	 student	 loan	 borrowers.97	 Incorrect	 student	 data	 was	 passed	 along	 between	 credit	
reporting	agencies,	placing	a	financial	burden	on	millions	of	students.98	
	
Credit	reporting	data	brokers	sometimes	fail	to	verify	or	validate	data	before	transmitting	it,	
which	 can	 cause	 compounding	errors	 in	 the	data.	Equifax	 received	 incorrect	 information	
about	millions	of	students	defaulting	on	 loans	 from	Great	Lakes,	which	should	have	been	
noticed	by	the	data	broker’s	internal	controls.	Instead	of	checking	to	verify	the	student	data,	
according	 to	 the	 class	 action	 complaint,	 “Equifax	 not	 only	 misreported	 the	 status	 of	
borrowers’	 loans,	 it	 participated	 in	 incorporating	 that	 misreporting	 into	 the	 Vantage	
Score.”99	 Equifax	 added	 incorrect	 information	 about	 defaulted	 student	 loans	 into	 a	
centralized	credit	reporting	database,	causing	immediate	and	widespread	financial	damage	
to	many	 students.100	 Students	 could	 not	 prevent	 this	 financial	 damage	 until	 after	 it	 had	
already	 been	 done,	 because	 students	 were	 not	 notified	 before	 their	 credit	 score	 was	
lowered.101	Once	incorrect	information	is	introduced	into	the	student	data	pipeline,	it	can	be	
hard	to	fix	it.		
	
Incorrect	reporting	of	student	data	can	exacerbate	discrimination	in	algorithms	that	process	
student	data.	If	student	data	is	incorrectly	input	into	algorithms,	it	can	lead	to	compounding	
bias	which	 entrenches	 inequality	 into	 algorithmic	 decision-making.102	 Since	 students	 are	
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already	 profiled	 during	 the	 college	 application	 process	 and	 when	 seeking	 employment,	
incorrect	information	can	create	biases	that	heighten	inequality	in	the	education	process.103	
For	example,	algorithms	predicting	course	grades	performed	worse	for	underrepresented	
students	than	white	and	Asian	students,	assuming	that	certain	minority	students	would	have	
lower	 grade	 point	 averages	 (GPAs).104	 Incorrect	 reporting	 of	 student	 data	 can	 increase	
inequalities	within	algorithms	by	training	the	models	on	unrepresentative	data.		
	
Brokering	 student	 data	 has	 enabled	 discriminatory	 practices	 in	 the	 college	 admissions	
process,	 placing	 roadblocks	 on	 underprivileged	 students	 from	 acceptance	 into	 higher	
education.105	At	least	44	public	and	private	colleges	and	universities	hire	consulting	firms,	
such	as	Capture	Higher	Ed	and	Ruffalo	Noel	Levitz,	to	track	and	analyze	data	on	potential	
applicants,	 creating	predictive	 scores	on	 each	 student’s	 likelihood	of	 enrolling.106	 College	
consulting	firms	buy	data	from	third-party	data	brokers	to	calculate	scores	for	applicants.107	
These	scores	use	household	income	and	zip	code	to	predict	if	the	student	has	enough	family	
income	 to	 meet	 revenue	 goals,	 discriminating	 against	 students	 from	 underprivileged	
socioeconomic	backgrounds.108	Assigned	scores	influence	the	probability	of	admission	and	
what	financial	aid	packages	are	offered	to	students,	having	an	impact	on	the	opportunities	
provided	to	disadvantaged	students.109	
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Existing	Regulation	
	
The	 Family	 Educational	 Rights	 and	 Privacy	 Act	 of	 1974	 regulates	 what	 records	 can	 be	
disclosed	 by	 educational	 institutions.	 FERPA	 offers	 several	 exemptions	which	 allow	data	
brokers	to	collect	student	data	without	direct	consent.	For	example,	FERPA	§	99.31	permits	
the	disclosure	of	education	records	to	authorized	third	parties.110		
	
FERPA	§	99.31	states:		
	

(a)	 “An	 educational	 agency	 or	 institution	 may	 disclose	 personally	 identifiable	
information	from	an	education	record	of	a	student	without	the	consent	required	by	§	
99.30	if	the	disclosure	meets	one	or	more	of	the	following	conditions:”	
…	
[B]	 “A	 contractor,	 consultant,	 volunteer,	 or	 other	 party	 to	 whom	 an	 agency	 or	
institution	has	outsourced	 institutional	 services	 or	 functions	may	be	 considered	 a	
school	official	under	this	paragraph	provided	that	the	outside	party—”111	

	
National	Student	Clearinghouse	is	contracted	by	educational	institutions	to	handle	student	
data,	making	them	licensed	to	collect	data	on	students.112	
	
National	Student	Clearinghouse’s	compliance	policy	states:	
	

The	Clearinghouse	agrees	to	only	use	the	personally	identifiable	student	information	
supplied	 by	 the	 school	 for	 the	 specified	 purposes	 and	 to	 return	 or	 delete	 the	
personally	identifiable	information	when	the	school	is	no	longer	under	contract	with	
the	Clearinghouse;	 in	this	way,	 the	school	retains	control	over	 its	data	as	required	
under	FERPA.113	

	
The	National	Student	Clearinghouse	is	allowed	to	collect	student	data	under	FERPA	because	
they	 are	 contracted	 by	 schools	 to	 handle	 this	 information.	 Educational	 institutions	 are	
authorized	 to	 share	 information	with	 contracted	 student	 data	 brokers,	 such	 as	 National	
Student	 Clearinghouse.	 Schools	 can	 change	 their	 contracts	 with	 student	 data	 brokers	 to	
better	protect	the	information	of	their	students.	
	
Data	brokers	can	also	acquire	information	on	students	through	exemptions	in	FERPA	which	
allow	for	the	collection	of	public	information	in	student	directories.	FERPA	§	99.3	allows	for	
the	disclosure	of	“directory	information,”	which	“includes,	but	is	not	limited	to,	the	student's	
name;	 address;	 telephone	 listing;	 electronic	mail	 address;	 photograph;	 date	 and	 place	 of	
birth;	major	field	of	study;	grade	level;	enrollment	status.”114	The	WPF	report	also	highlights	
that	“schools	are	not	required	to	disclose	if	they	routinely	give	directory	information	to	third	
party	 companies.”115	Also,	 if	 parents	or	 students	do	not	 explicitly	opt	out	of	having	 their	
personal	 information	 shared,	 there	 are	 essentially	 no	 restrictions	 on	 schools	 sharing	
information	with	third	parties.116	Data	brokers	can	directly	receive	information	from	many	
schools	 because	 FERPA	 standards	 have	made	 it	 legal	 for	 academic	 institutions	 to	 supply	
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third	party	entities	with	students’	personal	information.117	The	WPF	report	found	that	only	
“51	percent	of	primary/secondary	schools	posted	some	form	of	annual	FERPA	notice	online	
in	a	way	that	was	available	and	accessible	to	the	public.”118	Further	research	should	be	done	
to	investigate	how	FERPA	disclosure	notifications	are	made	by	schools	(specifically,	colleges	
and	universities).	
	
According	to	FERPA,	schools	can	disclose	information	on	students	once	they	have	informed	
the	students	and	parents.	FERPA	§	99.37	states:	
	

(a)	An	educational	agency	or	institution	may	disclose	directory	information	if	it	has	
given	 public	 notice	 to	 parents	 of	 students	 in	 attendance	 and	 eligible	 students	 in	
attendance	at	the	agency	or	institution	of:		
(1)	The	types	of	personally	identifiable	information	that	the	agency	or	institution	has	
designated	as	directory	information;		
(2)	 A	 parent's	 or	 eligible	 student's	 right	 to	 refuse	 to	 let	 the	 agency	 or	 institution	
designate	 any	 or	 all	 of	 those	 types	 of	 information	 about	 the	 student	 as	 directory	
information;119	

	
FERPA	§	99.37	allows	educational	institutions	to	share	directory	information	on	students	if	
they	disclose	what	information	they	share	and	when	the	information	is	shared.	Students	and	
parents	should	have	the	ability	to	refuse	to	allow	an	educational	institution	to	share	their	
data,	 but	 there	 are	many	 caveats.	 An	 “eligible	 student”	must	 be	 at	 least	 18	 years	 old	 to	
personally	opt	out	of	having	their	directory	information	shared,	making	it	inaccessible	for	
most	of	the	middle	school	and	high	school	students.120	Placing	the	burden	on	students	and	
parents	to	opt	out	removes	the	obligation	from	educational	institutions	and	data	brokers	to	
proactively	seek	consent	before	sharing	student	data.	Students	and	parents	should	exercise	
their	 authority	 to	 demand	 transparency	 under	 FERPA	 §	 99.37	 and	 require	 educational	
institutions	to	notify	them	when	student	data	is	shared.	Schools	should	notify	students	and	
parents	that	they	can	opt	out	of	disclosing	directory	information.	
	
COPPA	applies	only	to	students	under	the	age	of	13	and	does	not	protect	information	that	is	
obtained	from	students’	parents.121	There	is	also	a	data	broker	market	for	data	about	13-	to	
17-	year-olds	which	is	not	regulated	under	COPPA.	The	Fair	Credit	Reporting	Act	only	applies	
to	data	brokers	who	act	as	designated	consumer	reporting	agencies	and	only	affects	“a	small	
part	of	the	commercial	marketplace	for	student	data.”122	Many	student	data	brokers	claim	
that	they	are	not	consumer	reporting	agencies	and	are	therefore	not	regulated	by	FCRA.123	
	
California’s	Student	Online	Personal	Information	Protection	Act	(SOPIPA)	limits	the	sale	and	
disclosure	of	student	data	for	students	who	do	not	consent	to	have	their	information	shared,	
but	it	does	not	apply	to	data	that	has	already	been	collected.124	Any	student	data	that	the	
data	broker	already	possesses	can	be	sold	without	informing	the	student.	There	are	no	laws	
which	 uniformly	 protect	 student	 data	 for	 students	 across	 a	 broad	 age	 range	 and	 across	
different	states.	
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Survey	of	Students	on	Student	Data	
	
To	better	understand	students’	degree	of	 awareness	and	comfortability	about	 the	 sale	of	
their	student	data,	I	conducted	an	Institutional	Review	Board	(IRB)-exempted	survey	among	
college	 students.	 I	 disseminated	 flyers	 containing	 a	 link	 for	 the	 survey	 around	 the	Duke	
University	campus	and	shared	the	survey	among	friends.	I	received	92	responses	in	total,	
and	66.3%	of	 the	 respondents	 fully	 completed	 the	 survey.	While	 the	number	of	 students	
surveyed	 is	 not	 enough	 to	 make	 statistically	 significant	 observations,	 it	 demonstrates	
students’	concerns	about	student	data	reporting	practices	and	indicates	that	a	larger	survey	
should	be	done.	The	results	from	the	survey	are	described	below:	
	
Students	unanimously	believed	that	they	should	consent	before	colleges	share	their	data:	
	

	
	
This	 consensus	 indicates	 that	 students	 believe	 they	 should	 have	 to	 consent	 before	 their	
student	data	 is	shared.	 Informing	students	about	the	application	and	distribution	of	 their	
student	data	is	a	prerequisite	for	consent	to	occur.	Consent	is	important	for	students	to	be	
prepared	to	handle	the	impacts	that	transmission	of	the	student	data	could	have.	
	
When	students	were	asked	about	what	information	they	would	be	comfortable	with	a	college	
or	university	sharing	without	direct	consent,	the	responses	are	as	follows:	
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Out	 of	 all	 the	 information,	 students	were	most	 comfortable	with	 attendance	 verification	
(27.63%),	followed	by	academic	performance	(11.84%),	personal	identifiers	(10.53%),	and	
financial	aid	(9.21%).	A	significant	portion	of	respondents	(10.53%)	were	not	comfortable	
with	 any	 student	 data	 being	 shared.	 These	 results	 indicate	 that	 students	 are	 most	
comfortable	with	universities	sharing	data	that	they	already	know	was	being	collected	and	
reported,	such	as	attendance	verification	and	grades,	while	they	are	less	comfortable	with	
information	that	is	not	directly	related	to	academic	performance,	such	as	dorm	information.		
	
When	describing	if	students	had	withdrawn	from	a	course,	the	responses	are	as	follows:	
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These	responses	 indicate	 that	a	proportion	of	students	(32.84%)	have	withdrawn	from	a	
course	previously.	Out	of	the	students	who	had	withdrawn	from	a	course,	the	mean	rating	of	
comfortability	 for	 having	 information	 shared	 that	 indicated	 a	 student	 withdrew	 from	 a	
course	was	4.00	out	of	5.00	(on	a	scale	of	1,	being	very	comfortable,	through	5,	being	very	
uncomfortable).	These	results	indicate	that	students	who	have	withdrawn	from	courses	are	
typically	uncomfortable	with	that	information	being	shared	with	data	brokers.		
	
When	asked	if	students	ever	noticed	incorrect	information	reported	on	their	transcript,	the	
results	were	as	follows:	
	

	
	
14.93%	of	students	noticed	incorrect	information	reported	on	their	transcripts.	Out	of	the	
students	who	 had	 incorrect	 information	 on	 their	 transcript,	 there	was	 a	mean	 rating	 of	
3.44—out	of	a	scale	from	1,	being	seamless,	to	5,	being	extremely	painstaking—to	rank	how	
hard	 it	was	 to	 correct	 the	 information.	What	 remains	 unclear,	 however,	 is	whether	 data	
brokers	 who	 collect	 student	 data	 also	 correct	 the	 incorrect	 information	 on	 students'	
transcripts	after	the	change	has	been	made	by	the	student.	
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The	survey	responses	demonstrate	that	students	were	largely	unaware	of	how	they	could	
access	copies	of	student	data	from	National	Student	Clearinghouse:	
	

	
		
Most	respondents	(95.18%)	did	not	know	that	they	could	attain	copies	of	their	transcripts	
circulated	 by	 the	 National	 Student	 Clearinghouse.	 Since	 students	 are	 not	 shown	 how	 to	
access	their	academic	information	from	data	brokers,	it	is	harder	for	students	to	verify	the	
accuracy	of	this	information.	More	students	would	likely	respond	that	they	have	inaccurate	
information	reported	on	their	transcript	if	more	students	knew	how	to	verify	their	academic	
information	from	National	Student	Clearinghouse.		
	
Finally,	when	students	were	asked	to	rank	their	support	of	a	policy	that	required	the	National	
Student	Clearinghouse	to	inform	students	when	their	student	data	is	shared	(with	1	being	
not	in	support	and	5	being	in	full-fledged	support),	the	mean	response	was	4.66.	Based	on	
the	high	amount	of	support,	this	survey	demonstrates	that	students	desire	more	insight	and	
control	over	the	circulation	of	their	student	data.		
	
The	overall	results	from	this	survey	indicate	that	every	student	believes	they	should	have	to	
consent	before	their	student	data	is	shared.	Most	students	did	not	know	how	to	verify	their	
transcript	information	on	the	National	Student	Clearinghouse.	Students	reported	having	to	
correct	 information	 on	 their	 transcript,	 but	 students	 would	 not	 be	 able	 to	 correct	 for	
information	that	has	already	been	circulated	if	they	do	not	know	which	data	brokers	have	
access	 to	 their	 data.	 The	 lack	 of	 transparency	 is	 a	 dominant	 feature	 of	 the	 data	 broker	
ecosystem	which	can	limit	students’	ability	to	protect	information	about	themselves.	
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Legislative	and	Regulatory	Proposals	on	Student	Data	
	
There	are	many	proposals	to	better	protect	student	data.	On	February	8,	2023,	a	collection	
of	non-profit	advocacy	groups	and	Senator	Ron	Wyden	wrote	letters	to	Director	Chopra	of	
the	Consumer	Financial	Protection	Bureau,	urging	for	more	regulation	of	data	brokers	under	
the	FCRA.125	The	letter	urges	the	CFPB	to	exercise	its	enforcement	authority	under	FCRA	§	
1681s(e)	 and	 hold	 data	 brokers	 accountable	 for	 creating	 opaque	 markets	 that	
disproportionately	deny	consumers	equal	opportunities.126	FCRA	§	1681s(e)	prohibits	the	
reporting	 of	 inaccurate	 information,	 stating,	 “a	 person	 shall	 not	 furnish	 any	 information	
relating	 to	 a	 consumer	 to	 any	 consumer	 reporting	 agency	 if	 the	 person	 knows	 or	 has	
reasonable	cause	to	believe	that	the	 information	 is	 inaccurate.”127	 If	student	data	brokers	
were	regulated	under	Section	FCRA	§	1681s(e),	they	could	receive	penalties	for	reporting	
inaccurate	 information.	Under	 the	 statute,	 the	CFPB’s	 role	 is	 to	 ensure	 that	 “markets	 for	
consumer	financial	products	and	services	are	fair	and	transparent.”128	Incorrectly	reporting	
information	can	inhibit	fair	treatment	by	restricting	access	to	student	loans,	mortgages,	and	
good	credit.	The	letter	appeals	for	greater	enforcement	since	data	brokers	“consistently	fail	
to	comply	with	the	accuracy	standard	set	forth	in	FCRA.”129	
	
In	order	to	expand	the	regulatory	authority	of	the	FCRA,	the	letter	urges	the	CFPB	to	issue	
an	 advisory	 opinion	 stating	 that	 “credit	 header”	 data—such	 as	 name,	 aliases,	 birth	 date,	
Social	Security	number,	current	and	prior	addresses,	and	telephone	number—is	not	exempt	
from	regulations	under	 the	FCRA.130	Since	personally	 identifiable	 information	 is	gathered	
and	sold	within	 the	broader	ecosystem	of	 selling	student	data,	 an	expanded	definition	of	
“credit	header”	data	could	apply	to	student	data.	This	 letter	argues	that	the	CFPB	has	the	
authority	to	regulate	the	data	broker	industry;	it	just	needs	to	apply	FCRA	more	expansively.	
	
There	is	a	support	for	FCRA	to	regulate	data	brokers	that	manage	student	data.	In	a	2021	
court	case,	Robinson	v.	National	Student	Clearinghouse,	James	Robinson,	a	student,	sued	on	
behalf	 of	 himself	 and	 other	 students	who	were	 charged	 $14.95	 to	 access	 a	 copy	 of	 their	
reports.131	Robinson	alleged	that	National	Student	Clearinghouse	violated	FCRA	15	U.S.C.	§	
1681j(f),	which	requires	“all	consumer	reporting	agencies”	to	“make	all	disclosures	pursuant	
to	section	1681g	of	this	title	once	during	any	12-month	period	upon	request	of	the	consumer	
and	without	 charge	 to	 the	 consumer.”132	The	parties	negotiated	a	 class	action	 settlement	
“providing	 for	a	$1.9	million	settlement	 fund,	 injunctive	relief,	and	a	 free	self-verification	
report	for	each	class	member.”133	
	
Written	 in	 the	 settlement,	 the	 National	 Student	 Clearinghouse	 said	 that	 it	 “vigorously	
denies…that	 it	 is	 a	 consumer	 reporting	 agency	 and	 that	 the	 FCRA…appl[ies]	 to	 it	 or	 its	
business	practices.”134	A	settlement	was	made	before	a	final	ruling	was	reached,	but	in	the	
agreement,	National	Student	Clearinghouse	denied	acting	as	a	consumer	reporting	agency.	
The	Student	Borrower	Protection	Center	argues	that	National	Student	Clearinghouse	denied	
being	a	consumer	reporting	agency	because	they	wanted	to	avoid	further	regulation	under	
FCRA	and	from	the	CFPB.135	Reinterpreting	the	FCRA	to	further	regulate	data	brokers	will	
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likely	be	met	with	opposition	from	the	industry	because	it	would	entail	restrictions	on	data	
use	and	increase	compliance	costs.	
	
FERPA	should	be	broadly	enforced	to	ensure	that	students	and	parents	can	verify	education	
records.	Verifying	education	records	is	important	for	ensuring	that	reporting	is	accurate,	and	
students	have	transparency	over	their	student	data.	FERPA	§99.10	states	that	“a	parent	or	
eligible	student	must	be	allowed	to	inspect	and	review	the	student's	education	records.”136	
This	stipulation	within	FERPA	should	be	emphasized	to	require	educational	institutions	and	
student	 data	 brokers	 to	 provide	 student	 access	 to	 reports	 on	 their	 data.	 Unfortunately,	
FERPA	 §	 99.12	 excludes	 reporting	 student	 data	 about	 “admission	 to	 an	 educational	
institution”	or	“application	for	employment.”137	FERPA	§	99.37	requires	that	schools	give	a	
“public	 notice”	 to	 parents	 and	 eligible	 students	 before	 sharing	 data	 with	 third	 parties.	
Requirements	for	educational	institutions	to	inform	students	and	parents	about	reporting	
student	data	should	be	encouraged.	Students	should	have	insight	into	reports	made	about	
them	 for	 college	 admissions	 and	 employment	 applications,	 because	 this	 information	 is	
significant	 in	 shaping	 someone’s	 future	 life	 opportunities.	 There	 should	 be	 more	
transparency	 about	 the	 process	 of	 reporting	 student	 data,	 and	 students	 should	 be	 given	
greater	agency	in	verifying	that	the	data	is	accurate.	
	
The	U.S.	would	benefit	 from	comprehensive	privacy	 legislation	which	designates	 student	
data	as	a	protected	demographic.	This	provision	is	important	to	regulate	the	brokerage	of	
student	data.	The	patchwork	of	COPPA,	FERPA,	and	FCRA	leaves	many	methods	for	collecting	
student	data	unaddressed,	 and	 there	 is	 no	uniform	 regulation	 that	 protects	 student	data	
throughout	 the	 education	 landscape.	 Effective	 privacy	 regulation	 would	 restrict	 data	
collection	from	educational	technologies,	require	student	consent	before	sharing	transcripts,	
and	restrict	the	sale	of	student	data	when	it	is	collected	for	scholarships	or	student	loans.	
Privacy	 regulation	 should	 also	 strive	 to	 prevent	 student	 data	 from	 being	 used	 to	 profile	
students	 based	 on	 their	 academic	 performance.	 Policy	 should	 protect	 the	 privacy	 of	
America’s	maturing	generation	by	restricting	 the	collection	of	student	data	and	requiring	
consent	before	student	data	is	shared.	
	
In	the	117th	session	of	Congress,	the	College	Transparency	Act	(CTA)	passed	the	House	and	
was	 introduced	 into	 the	 Senate.138	 The	 CTA	 proposes	 to	 create	 a	 federal	 database	 that	
collects	student	and	employment	data	to	assist	in	processing	student	loans	and	measure	the	
success	 of	 schools	 in	 preparing	 students	 for	 their	 occupations.	 Aggregate	 analysis	 of	 the	
student	data	from	the	database	would	be	published	online,	but	there	have	been	scientific	
studies	that	have	linked	aggregate	data	to	personal	 information.139	The	version	of	the	bill	
proposed	by	Senator	Cassidy	contains	a	clause	(5.C)	that	prohibits	the	sale	of	student	data.	
	
Another	clause	(5.H),	however,	allows	for	the	sale	of	publicly	available	data,	stating,	“Nothing	
in	 this	 paragraph	 shall	 be	 construed	 to	 prohibit	 third-party	 entities	 from	 using	 publicly	
available	information	in	this	data	system	for	commercial	use.”140	This	mirrors	many	other	
“publicly	available	 information”	carve-outs	 in	other	privacy	 laws	and	bills	 (such	as	every	
state-level	consumer	privacy	law).	Since	the	aggregates	(a	compiled,	de-identified	format)	of	
student	 data	 will	 be	 published	 online,	 the	 creation	 of	 a	 federal	 student	 database	 would	
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expand	 the	 access	 that	 data	brokers	have	 to	 student	data.	Data	brokers	 could	match	 the	
existing	information	they	have	on	individuals	with	the	published	aggregate	data	to	identify	
information	 on	 specific	 students.	 Passing	 the	 CTA,	 therefore,	 could	 have	 negative	
consequences	 on	 the	 privacy	 of	 student	 data,	 and	 Congress	 should	 remove	 the	 publicly	
available	data	carve-out.	
	
The	Higher	Education	Opportunity	Act	 (HEOA)	of	2008	advanced	protections	 for	student	
data.	HEOA	regulated	student	loans	by	mandating	that	borrowers	are	informed	about	loan	
forgiveness	options.141	Section	113	of	HEOA	prohibits	the	“development,	implementation,	or	
maintenance	 of	 a	 Federal	 database	 of	 personally	 identifiable	 information”	 for	 student	
data.142	 HEOA	 also	 explicitly	 outlawed	 the	 creation	 of	 a	 centralized	 student	 database,	
protecting	students	from	programs	that	track	student	data	over	time.	This	provision	within	
HEOA	created	important	standards	for	protecting	the	privacy	of	student	data,	which	should	
also	 be	 applied	 to	 the	 data	 brokerage	 industry.	 Extending	 protections	 to	 prohibit	 data	
brokers	from	creating	student	databases	is	necessary	to	restrict	the	numerous	sources	which	
collect	and	share	student	data.	Future	education	legislation	should	strive	to	include	clauses	
that	 protect	 student	 data	 from	 collection	 and	 sale	 by	data	 brokers	 and	other	 third-party	
companies.	
	
Working	with	 existing	 laws	 and	 advocating	 for	 new	 privacy	 legislation	 can	 increase	 the	
protection	of	student	data.	Amending	or	reinterpreting	FCRA	and	FERPA	will	provide	the	
best	 potential	 to	 regulate	 student	 data	 brokers.	 Data	 brokers	 could	 be	 held	 accountable	
under	FCRA	for	inaccurately	reporting	student	data.	Students	could	gain	more	transparency	
over	their	student	data	by	leveraging	the	requirements	in	FERPA	for	educational	institutions	
to	inform	students	when	their	information	is	shared.	Schools	should	notify	students	that	they	
can	opt	out	of	disclosing	directory	information	under	FERPA	§	99.37.	Future	privacy	laws	
should	complement	existing	regulations	by	allowing	students	to	verify	their	student	data	in	
enrollment	and	credit	reports.	Policies	should	recognize	the	sensitivity	of	student	data	and	
protect	it	from	being	used	to	profile	students	or	limit	access	to	future	opportunities.	 	
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